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Viewing  cable  09STATE113762, 

If  you  are  new  to  these  pages,  please  read  an  introduction  on  the  structure  of  a cable  as  well  as  how  to  discuss  them  with  others.  See  also  the  FAOs 

Understanding  cables 

Every  cable  message  consists  of  three  parts: 

• The  top  box  shows  each  cables  unique  reference  number,  when  and  by  whom  it  originally  was  sent,  and  what  its  initial  classification  was. 

• The  middle  box  contains  the  header  information  that  is  associated  with  the  cable.  It  includes  information  about  the  receiver(s)  as  well  as  a general  subject. 

• The  bottom  box  presents  the  body  of  the  cable.  The  opening  can  contain  a more  specific  subject,  references  to  other  cables  (browse  bv  origin  to  find  them)  or 
additional  comment.  This  is  followed  by  the  main  contents  of  the  cable:  a summary,  a collection  of  specific  topics  and  a comment  section. 

To  understand  the  justification  used  for  the  classification  of  each  cable,  please  use  this  WikiSource  article  as  reference. 

Discussing  cables 

If  you  find  meaningful  or  important  information  in  a cable,  please  link  directly  to  its  unique  reference  number.  Linking  to  a specific  paragraph  in  the  body  of  a cable  is  also 
possible  by  copying  the  appropriate  link  (to  be  found  at  theparagraph  symbol).  Please  mark  messages  for  social  networking  services  like  Twitter  with  the  hash  tags 
#cablegate  and  a hash  containing  the  reference  ID  e.g.  #09STATE113762. 
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Appears  in  these  articles: 

http://www.aftenposten.no/spesial/wikileaksdokumenter/article3988322.ece 
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SECRET  STATE  113762 

SIPDIS 

E.O.  12958:  DECL:  11/04/2034  TAGS:  PARM  MTCRE  PREL  IR  TU  CZ 

Classified  By:  ISN/MTR  ACTING  DIRECTOR  RALPH  PALMIERO;  REASONS  1.4  (B),  (C)  AND  (D). 

^1 . (U)  This  is  an  action  request.  Embassy  Prague,  please  see  paragraph  4. 

^2.  (S)  Background/Purpose/Objective:  We  want  to  alert  Czech  Republic  officials  to  a possible  effort  by  the  Turkish  firm  Ak  Makina  to  circumver 

^3.  (S)  Specifically,  the  United  States  has  information  that  in  September  2009,  Ak  Makina  was  working  to  procure  a five-axis  computer  numerical 

^4.  (S)  Action  Request;  Request  Embassy  Prague  approach  appropriate  host  government  authorities  to  deliver  talking  points/non-paper  in  paragrap 
^5.  (S)  Begin  talking  points/non-paper: 

(SECRET/REL  CZECH  REPUBLIC) 

— We  would  like  to  raise  with  you  an  issue  of  proliferation  concern  and  request  your  governments  assistance  in  investigating  this  activity. 

— The  United  States  has  information  that  in  September  2009,  the  Turkish  company  Ak  Makina  was  working  to  procure  a computer  numerically  control 

— Ak  Makina  has  previously  worked  to  procure  machine  tools  on  behalf  of  entities  affiliated  with  Irans  liquid  propellant  ballistic  missile  de\i 

— We  understand  that  the  machine  sought  by  Ak  Makina  from  Kovosit  MAS  is  likely  a five-axis  CNC  milling  machine  controlled  by  the  Wassenaar  Ai 

— Our  information  indicates  that  Ak  Makina  may  be  trying  to  conceal  from  Kovosit  MAS  that  the  end-user  for  this  equipment  is  Irans  Kara  Gostai 

— We  hope  you  will  use  this  information  to  investigate  this  activity  and  take  all  available  measures  to  prevent  Ak  Makina  from  evading  the  Cz€ 

— We  have  also  brought  this  information  to  the  attention  of  Turkish  authorities. 

— We  look  forward  to  continued  cooperation  on  export  control  and  nonproliferation  issues  and  to  hearing  of  any  actions  you  take  in  response  tc 
End  talking  points/non-paper 

^6.  (U)  Washington  POC  is  ISN/MTR  James  Mayes  (Phone:  202-647-3185).  Please  slug  any  reporting  on  this  issue  for  ISN/MTR. 

^7.  (U)  A word  version  file  of  this  document  will  be  posted  at  . 
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